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eth0 (172.16.6.50)	 	 	 ����
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eth1 (192.168.1.254)	 	 	 ����
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> ifconfig ethx xxx.xxx.xxx.xxx netmask xxx.xxx.xxx.xxx 
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> route add default gw 172.16.1.254 
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> echo 1 > /proc/sys/net/ipv4/ip_forward 
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> ifconfig ethx xxx.xxx.xxx.xxx netmask xxx.xxx.xxx.xxx 
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> route add default gw 192.168.x.254 
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> modprobe iptables 
> modprobe iptable_filter 
> modprobe iptable_nat 
> modprobe ipt_MASQUERADE 
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> alias clip="clear && iptables -v -L --line-numbers" 
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> iptables -P INPUT DROP 
> iptables -P OUTPUT DROP 
> iptables -P FORWARD DROP 
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> iptables -A POSTROUTING -t nat -s 192.168.0.0/23 -o eth0 -j MASQUERADE 
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> iptables -A FORWARD -p udp -s 212.180.1.79 --sport 53 -i eth0 -j ACCEPT 
> iptables -A FORWARD -p udp -d 212.180.1.79 --dport 53 -o eth0 -j ACCEPT 
> iptables -A FORWARD -p udp -s 212.180.0.137 --sport 53 -i eth0 -j ACCEPT 
> iptables -A FORWARD -p udp -d 212.180.0.137 --dport 53 -o eth0 -j ACCEPT 
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> iptables -A FORWARD -p tcp -m multiport -s 192.168.0.0/23 --dport 
http,https,ftp,ftp-data -o eth0 -j ACCEPT 
> iptables -A FORWARD -p tcp -m state --state RELATED,ESTABLISHED -m multiport -d 
192.168.0.0/23 --sport http,https,ftp,ftp-data -i eth0 -j ACCEPT 
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> iptables -A FORWARD -p tcp -d 192.168.1.1/32 --dport http -j ACCEPT 
> iptables -A FORWARD -p tcp -m state --state RELATED,ESTABLISHED -s 192.168.1.1/32 -
-sport http -j ACCEPT 
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> iptables -A FORWARD -p icmp -s 192.168.0.0/23 -o eth0 -j ACCEPT 
> iptables -A FORWARD -p icmp -m state --state RELATED,ESTABLISHED -d 192.168.0.0/23 
-i eth0 -j ACCEPT 
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> iptables -A INPUT -p tcp --dport ssh -j ACCEPT 
> iptables -A OUTPUT -p tcp --sport ssh -j ACCEPT 
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> iptables -t nat -A PREROUTING -p tcp -i eth0 -d 172.16.6.50 --dport 80 -j DNAT --
to-destination 192.168.1.1:80 
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#!/bin/sh 
export IPT="/usr/sbin/iptables" 
export INT_EXT="eth0" 
export INT_DMZ="eth1" 
export INT_INT="eth2" 
 
fw_start() { 
  #Preparer le systeme a router et filtrer 
  echo 1 > /proc/sys/net/ipv4/ip_forward 
  modprobe ip_tables 
  modprobe iptable_filter 
  modprobe iptable_nat 
 
  #Purger le filtre par precaution 
  $IPT -t filter -F 
  $IPT -t nat -F 
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  #Appliquer les strategies par default : tout refuser 
  $IPT -P INPUT DROP 
  $IPT -P OUTPUT DROP 
  $IPT -P FORWARD DROP 
 
  #Activer la translation d'adresses (NAT) pour l'exterieur 
  $IPT -A POSTROUTING -t nat -s 192.168.0.0/23 -o $INT_EXT -j MASQUERADE 
   
  ###### Creation des regles de filtrage (par ordre de priorite) ###### 
 
  #1) Activer le FORWARDING pour la resolution de nom DNS 
  $IPT -A FORWARD -p udp -s 212.180.1.79 --sport 53 -i $INT_EXT -j ACCEPT 
  $IPT -A FORWARD -p udp -d 212.180.1.79 --dport 53 -o $INT_EXT -j ACCEPT 
  $IPT -A FORWARD -p udp -s 212.180.0.137 --sport 53 -i $INT_EXT -j ACCEPT 
  $IPT -A FORWARD -p udp -d 212.180.0.137 --dport 53 -o $INT_EXT -j ACCEPT 
 
  #2) Autoriser les echanges HTTP(S), FTP 
  $IPT -A FORWARD -p tcp -m state --state RELATED,ESTABLISHED -m multiport -d 
192.168.0.0/23 --sport http,https,ftp,ftp-data -i $INT_EXT -j ACCEPT 
  $IPT -A FORWARD -p tcp -m multiport -s 192.168.0.0/23 --dport http,https,ftp,ftp-
data -o $INT_EXT -j ACCEPT 
  #Reponses HTTP venant du serveur WEB (DMZ) 
  $IPT -A FORWARD -p tcp -d 192.168.1.1/32 --dport http -j ACCEPT 
  $IPT -A FORWARD -p tcp -m state --state RELATED,ESTABLISHED -s 192.168.1.1/32 --
sport http -j ACCEPT 
 
  #3) Autoriser certains echanges ICMP (reponses < exterieur) 
  $IPT -A FORWARD -p icmp -m state --state RELATED,ESTABLISHED -d 192.168.0.0/23 -i 
$INT_EXT -j ACCEPT 
  $IPT -A FORWARD -p icmp -s 192.168.0.0/23 -o $INT_EXT -j ACCEPT 
 
  #4) Autoriser les connexions SSH sur le serveur (routeur) 
  $IPT -A INPUT -p tcp --dport ssh -j ACCEPT 
  $IPT -A OUTPUT -p tcp --sport ssh -j ACCEPT 
 
  #5) Rediriger les entrees sur port 80 sur le serveur WEB (DMZ) 
  $IPT -t nat -A PREROUTING -p tcp -i $INT_EXT -d 172.16.6.50 --dport 80 -j DNAT --
to-destination 192.168.1.1:80 
} 
 
fw_stop() { 
  $IPT -t filter -F 
  $IPT -t nat -F 
 
  modprobe -r ipt_state 
  modprobe -r ipt_MASQUERADE 
  modprobe -r iptable_filter 
  modprobe -r iptable_nat 
  modprobe -r ip_conntrack 
  modprobe -r ipt_multiport 
  modprobe -r ip_tables 
} 
 
case "$1" in 
'start') 
  fw_start 
  ;; 
'stop') 
  fw_stop 
  ;; 
*) 
  echo "usage $0 start|stop" 
esac 


